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GUIDANCE FOR SECURING VIDEO CONFERENCING

This product is for organizations and individual users leveraging videoconferencing tools, some of whom are remotely working for
the first time.

As the authority for securing telework, the Cybersecurity and Infrastructure Security Agency (CISA) established this product line
with cybersecurity principles and practices that individuals and organizations can follow to video conference more securely.
Although CISA is providing this general risk advisory guidance, individuals and organizations are responsible for their own risk
assessments of specific systems and software. For optimum risk mitigation, organizations should implement measures at both
the organizational and user levels.

FOUR PRINCIPLES AND TIPS TO SECURE VIDEO
BACKGROUND CONFERENCING

» The Federal Government, state and local
governments, the private sector, and general
public have pivoted to widescale remote
work and online collaboration. Risk: The initial settings for home Wi-Fi networks and many video

conferencing tools are not secure by default, which—if not

changed—can allow malicious actors to compromise sensitive
data while you work from home.

1. CONNECT SECURELY

Video conferencing has emerged as a
pervasive tool for business continuity and
sustained social connection. Although

increased telework and online collaboration Mitigation: Change default passwords for your router and Wi-Fi
tools provide necessary capabilities, video network. Check that you are using Wi-Fi encrypted with WPA2 or
conferencing has increased the attack WPA3. Verify your video conferencing security settings and use
surface exploited by malicious actors. encrypted video conferencing tools whenever possible.

Once niche products, many of these tools
were meant for a subset of the business
community and were not scaled for crisis-
driven ubiquity. Entire industries, sectors,
and stakeholder sets are now profoundly v
dependent on online tools—simultaneously.

Tips: Here are some simple actionable tips for connecting
securely at home.

v' Change default password to strong, complex passwords
for your router and Wi-Fi network.
Choose a generic name for your home Wi-Fi network to
help mask who the network belongs to, or its equipment
Amid the unanticipated exponential growth manufacturer.
and unprecedented popularity of these v' Ensure your home router is configured to use WPA2 or
platforms, many video conferencing users WPAS3 wireless encryption standard at the minimum, and
have not implemented necessary security that legacy protocols such as WEP and WPA are
precautions—or might be unaware of the disabled. See CISA’s Tip on Home Network Security for

latent risks and vulnerabilities. additional information.
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https://www.us-cert.gov/ncas/tips/ST15-002

GUIDANCE FOR SECURING VIDEO CONFERENCING

Tips, continued:
v Avoid using public hotspots and networks.
v" Only use video conferencing tools approved by your organization for business use.
v" Enable security and encryption settings on video conferencing tools; these features are not always enabled by
default.

2. CONTROL ACCESS

Risk: Uncontrolled access to conversations may result in disruption or compromise of your conversations, and exposure
of sensitive information.

Mitigation: Check your tool’s security and privacy settings. Enable features that allow you to control who can access
your video chats and conference calls. When sharing invitations to calls, ensure that you are only inviting the intended
attendees.

Tips: Here are some simple actionable tips to help control access to your conversations.

v" Require an access code or password to enter the event. Try not to repeat codes or passwords.

v" Manage policies to ensure only members from your organization or desired group can attend. Be cautious of
widely disseminating invitations.

v" Enable “waiting room” features to see and vet attendees attempting to access your event before granting
access.

v" Lock the event once all intended attendees have joined.

v" Ensure that you can manually admit and remove attendees (and know how to expeditiously remove unwanted
attendees) if opening the event to the public. Be mindful of how (and to whom) you disseminate invitation links.

3. MANAGE FILE AND SCREEN SHARING AND RECORDINGS

Risk: Mismanaged file sharing, screen sharing, and meeting recording can result in unauthorized access to sensitive
information. Uncontrolled file sharing can inadvertently lead to users executing and clicking malicious files and links,
which could, in turn, lead to system compromise.

Mitigation: Disable or limit screen and file sharing to ensure only trusted sources have the capability to share. Users
should be aware of sharing individual applications versus full screens.

Tips: Here are some simple tips for controlling file and screen sharing.

v" Toggle settings to limit the types of files that can be shared (e.g., not allowing .exe files).

v" When recording meetings, make sure participants are aware and that the meeting owner knows how to access
and secure the recording. Consider saving locally rather than in the cloud. Change default file names when
saving recordings. Consult with your organizational or in-house counsel regarding laws applicable to recording
video conferences.

v" Consider sensitivity of data before exposing it via screen share or uploading it during video conferences. Do not
discuss information that you would not discuss over regular telephone lines.

v' See CISA's Tip: Risks of File-Sharing Technology for more information.

CONNECT WITH US Linkedin.com/company/cybersecurity-
www.cisa.gov and-infrastructure-security-agency

g @CISAgov | @cyber | @Quscert_gov

For more information,
email cisaservicedesk@cisa.dhs.gov n Facebook.com/CISA

Page | 20of 5



https://www.us-cert.gov/ncas/tips/ST05-007

GUIDANCE FOR SECURING VIDEO CONFERENCING

4. UPDATE TO LATEST VERSIONS OF APPLICATIONS

Risk: Outdated or unpatched video conference applications can expose security flaws for hackers to exploit, resulting in
a disruption of meeting privacy and potential loss of information.

Mitigation: Ensure all video conferencing tools, on desktops and mobile devices, are updated to the latest versions.
Enable or opt-in to automatic update features, or else establish routine updates (e.g., once weekly) to check for new
versions and patch security vulnerabilities.

Tips: Here are some helpful tips to keep applications updated and secure.
v'  Enable automatic updates to keep software up to date.
v" Develop and follow a patch management policy across the organization that requires frequent and continual
application patching.
v' Use patch management software to handle and track patching for your organization.
v' See CISA’s Tip: Understanding Patches and Software Updates for more information.

SECURITY SETTINGS OF COMMON VIDEO CONFERENCING TOOLS

In addition to the guidance above, CISA recommends that organization administrators and individual users become
familiar with the security settings and capabilities of their preferred video conferencing platform(s). Listed below are
links from several popular video conferencing user guides (and their administrative policy settings) that can help

individuals and organizations reduce the risk of unwanted interruptions, compromise, or exposure of sensitive data.

CISA recommends that administrators and users examine video conferencing tool user guides in their entirety; the links
below are informational only and are not exhaustive. CISA is providing this general risk guidance and has not
independently confirmed the veracity of each company’s sites or claims. CISA does not certify, endorse, or recommend
usage of one product over another product. Although administrators and users may improve video conference security
by implementing capabilities noted below, cybersecurity events may still occur even if vendors and users take every
possible precaution. CISA does not guarantee the security of these products; users are encouraged to verify, to every
extent feasible, the security of vendor-provided products and to implement desired security controls.

File and Screen
Product Control Access Connect Securely Sharing and Update Versions
Recording

Managing group policy in Zoom

v' Assigning roles v" Encryption v' Limiting file v" Updates for

v'  Enable waiting rooms v° Security settings types Windows

v' Enable passwords v' Audio watermark v' Managing v' Updates for

v ldentify guest meeting MacOS
participants participants v" Updates for

v" Enable two-factor (including screen Android
authentication sharing) v' Updates for i0OS
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https://www.us-cert.gov/ncas/tips/ST04-006
https://support.zoom.us/hc/en-us
https://support.zoom.us/hc/en-us/articles/360039100051-Group-Policy-Options-for-the-Windows-Desktop-Client-and-Zoom-Rooms
https://support.zoom.us/hc/en-us/articles/360040324512-Roles-in-a-meeting
https://support.zoom.us/hc/en-us/articles/115000332726-Waiting-Room
https://support.zoom.us/hc/en-us/articles/360033559832-Meeting-and-Webinar-Passwords-
https://support.zoom.us/hc/en-us/articles/115004791123-Identify-Guest-Participants
https://support.zoom.us/hc/en-us/articles/115004791123-Identify-Guest-Participants
https://support.zoom.us/hc/en-us/articles/360038247071-Setting-up-and-using-two-factor-authentication
https://support.zoom.us/hc/en-us/articles/360038247071-Setting-up-and-using-two-factor-authentication
https://support.zoom.us/hc/en-us/articles/201362723-Encryption-for-Meetings
https://support.zoom.us/hc/en-us/articles/360034675592-Advanced-security-settings
https://support.zoom.us/hc/en-us/articles/360021839031-Audio-Watermark
https://support.zoom.us/hc/en-us/articles/209605493-In-Meeting-File-Transfer%23h_a17258f8-d156-4e13-950e-874be14abe44
https://support.zoom.us/hc/en-us/articles/209605493-In-Meeting-File-Transfer%23h_a17258f8-d156-4e13-950e-874be14abe44
https://support.zoom.us/hc/en-us/articles/115005759423
https://support.zoom.us/hc/en-us/articles/115005759423
https://support.zoom.us/hc/en-us/articles/115005759423
https://support.zoom.us/hc/en-us/articles/115005759423
https://support.zoom.us/hc/en-us/articles/115005759423
https://support.zoom.us/hc/en-us/articles/115005759423
https://support.zoom.us/hc/en-us/articles/201361953-New-updates-for-Windows
https://support.zoom.us/hc/en-us/articles/201361953-New-updates-for-Windows
https://support.zoom.us/hc/en-us/articles/201361963-New-Updates-for-macOS
https://support.zoom.us/hc/en-us/articles/201361963-New-Updates-for-macOS
https://support.zoom.us/hc/en-us/articles/201361973-New-Updates-for-Android
https://support.zoom.us/hc/en-us/articles/201361973-New-Updates-for-Android
https://support.zoom.us/hc/en-us/articles/201361943-New-Updates-for-iOS
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Connect Securely

File and Screen

Sharing and
Recording

Managing policies in Teams
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v'  ldentification and v" Communication v'  Desktop sharing v/ Teams updates
authentication and encryption v/ Content sharing
v' Managing meeting
) policies
I (eITolid + Assigning policies for
Teams users
v' Managing meeting
settings
v' Control meeting
participation
v Control automatic
meeting entry
v/ Password protectyour v~ Encryption and v' Screen sharing v' Automatic
webinar security features updates
[eTIN\\CEolla-I® ¥ Remove individual
from webinar
v'  Manage attendees
Managing group policy
(oo R\ [Sle] @ v User management v Encryption v Policy settings v/ Manual updates
v/ Password settings for screen, video,
and file sharing
Managing group policy
v/ Manage a meeting v' Security overview v" Screen sharing v' Application
v" Invite attendees and v'  Secure controls updates
grant or deny access connections v' Sharing content
v" Modify participant list v" Recording and
v" Remove individuals playback
from a grou
Group Administration
v/ Password protectyour v° Encryption v' Share your v' Automatic
meetings camera updates
v" Invite others v'  Manage
GoToMeeting v' Manage attendees attendees
v" Lock your meeting v' Share your
v" One-time meetings screen
v" Keyboard and
Mouse control
v"  Record a session
v' Manage and
share session
recordings
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https://support.office.com/en-us/Teams
https://support.office.com/en-us/Teams
https://docs.microsoft.com/en-us/MicrosoftTeams/teams-policies
https://docs.microsoft.com/en-us/microsoftteams/identify-models-authentication
https://docs.microsoft.com/en-us/microsoftteams/identify-models-authentication
https://docs.microsoft.com/en-us/MicrosoftTeams/meeting-policies-in-teams
https://docs.microsoft.com/en-us/MicrosoftTeams/meeting-policies-in-teams
https://docs.microsoft.com/en-us/MicrosoftTeams/assign-policies
https://docs.microsoft.com/en-us/MicrosoftTeams/assign-policies
https://docs.microsoft.com/en-us/MicrosoftTeams/meeting-settings-in-teams
https://docs.microsoft.com/en-us/MicrosoftTeams/meeting-settings-in-teams
https://docs.microsoft.com/en-us/MicrosoftTeams/meeting-policies-in-teams#meeting-policy-settings---participants--guests
https://docs.microsoft.com/en-us/MicrosoftTeams/meeting-policies-in-teams#meeting-policy-settings---participants--guests
https://docs.microsoft.com/en-us/MicrosoftTeams/meeting-policies-in-teams#automatically-admit-people
https://docs.microsoft.com/en-us/MicrosoftTeams/meeting-policies-in-teams#automatically-admit-people
https://docs.microsoft.com/en-us/microsoftteams/teams-security-guide#security-framework-for-teams
https://docs.microsoft.com/en-us/microsoftteams/teams-security-guide#security-framework-for-teams
https://docs.microsoft.com/en-us/MicrosoftTeams/configure-desktop-sharing
https://docs.microsoft.com/en-us/MicrosoftTeams/meeting-policies-in-teams#meeting-policy-settings---content-sharing
https://docs.microsoft.com/en-us/microsoftteams/teams-client-update
https://support.goto.com/webinar
https://support.goto.com/webinar/help/password-protect-a-webinar-g2w090084
https://support.goto.com/webinar/help/password-protect-a-webinar-g2w090084
https://support.goto.com/webinar/help/dismiss-attendees-g2w040024
https://support.goto.com/webinar/help/dismiss-attendees-g2w040024
https://support.goto.com/webinar/help/view-and-manage-attendees-desktop-app-g2w040014
https://support.goto.com/webinar/help/security-faqs-g2w060015
https://support.goto.com/webinar/help/security-faqs-g2w060015
https://support.goto.com/webinar/help/share-your-screen-windows-g2w040006
https://support.goto.com/webinar/help/use-automatic-updates-g2w010013
https://support.goto.com/webinar/help/use-automatic-updates-g2w010013
https://help.webex.com/en-us/8zi8tq/Cisco-Webex-Best-Practices-for-Secure-Meetings-Hosts
https://www.cisco.com/c/en/us/td/docs/collaboration/webex-connect/Messenger_Administration_Guide/WebEx_BK_C9864D4C_00_cisco-webex-messenger-administration-guide_chapter_0110.html
https://www.cisco.com/c/en/us/td/docs/collaboration/webex-connect/Messenger_Administration_Guide/WebEx_BK_C9864D4C_00_cisco-webex-messenger-administration-guide_chapter_01.html
https://www.cisco.com/c/en/us/td/docs/collaboration/webex-connect/Messenger_Administration_Guide/WebEx_BK_C9864D4C_00_cisco-webex-messenger-administration-guide_chapter_010.html#ID-2140-00000535
https://www.cisco.com/c/en/us/td/docs/collaboration/webex-connect/Messenger_Administration_Guide/WebEx_BK_C9864D4C_00_cisco-webex-messenger-administration-guide_chapter_0110.html#ID-2140-00001238
https://www.cisco.com/c/en/us/td/docs/collaboration/webex-connect/Messenger_Administration_Guide/WebEx_BK_C9864D4C_00_cisco-webex-messenger-administration-guide_chapter_0110.html#ID-2140-00001090
https://www.cisco.com/c/en/us/td/docs/collaboration/webex-connect/Messenger_Administration_Guide/WebEx_BK_C9864D4C_00_cisco-webex-messenger-administration-guide_chapter_0110.html#ID-2140-00001090
https://www.cisco.com/c/en/us/td/docs/collaboration/webex-connect/Messenger_Administration_Guide/WebEx_BK_C9864D4C_00_cisco-webex-messenger-administration-guide_chapter_0110.html#ID-2140-00001090
https://help.webex.com/en-us/n256xe4/Manually-Upgrade-Your-Webex-Site
https://helpx.adobe.com/adobe-connect/using/user-guide.html
https://helpx.adobe.com/adobe-connect/using/user-guide.html
https://help.webex.com/en-us/v5rgi1/Cisco-Webex-Best-Practices-for-Secure-Meetings-Site-Administration
https://helpx.adobe.com/adobe-connect/using/user-guide.html?topic=/adobe-connect/using/morehelp/administering_adobe_connect.ug.js
https://helpx.adobe.com/adobe-connect/using/starting-attending-meetings.html#invite_attendees_and_grant_or_deny_access
https://helpx.adobe.com/adobe-connect/using/starting-attending-meetings.html#invite_attendees_and_grant_or_deny_access
https://helpx.adobe.com/adobe-connect/using/updating-meetings.html#view_and_modify_a_participant_list
https://www.youtube.com/watch?v=n6WVw2S4uDc&list=PLZLN_PcqIghiwa0AsbMJrc8l2XSHoySdY
https://www.youtube.com/watch?v=n6WVw2S4uDc&list=PLZLN_PcqIghiwa0AsbMJrc8l2XSHoySdY
https://www.adobe.com/content/dam/acom/en/security/pdfs/Adobe-Connect-hosted-security.pdf
https://helpx.adobe.com/adobe-connect/using/enhancing-connect-account-security.html
https://helpx.adobe.com/adobe-connect/using/enhancing-connect-account-security.html
https://www.youtube.com/watch?v=FOxaK6wIWFM&list=PLZLN_PcqIghiwa0AsbMJrc8l2XSHoySdY&index=3
https://www.youtube.com/watch?v=FOxaK6wIWFM&list=PLZLN_PcqIghiwa0AsbMJrc8l2XSHoySdY&index=3
https://helpx.adobe.com/adobe-connect/using/sharing-content-meeting.html
https://helpx.adobe.com/adobe-connect/using/recording-playing-back-meetings.html
https://helpx.adobe.com/adobe-connect/using/recording-playing-back-meetings.html
https://helpx.adobe.com/adobe-connect/connect-downloads-updates.html
https://helpx.adobe.com/adobe-connect/connect-downloads-updates.html
https://support.goto.com/meeting
https://support.goto.com/gotomeeting/help/video-security-steps-for-administrators-2-26
https://support.goto.com/meeting/help/password-protect-a-meeting-g2m090084
https://support.goto.com/meeting/help/password-protect-a-meeting-g2m090084
https://support.goto.com/meeting/help/invite-others-to-join-pre-session-g2m090034
https://support.goto.com/meeting/help/manage-attendees-during-sessions-web-app-g2m090006
https://support.goto.com/meeting/help/lock-your-meeting-g2m040025
https://support.goto.com/meeting/help/what-is-a-recurring-meeting-g2m090089
https://support.goto.com/meeting/help/security-faqs-g2m050014
https://support.goto.com/meeting/help/share-your-webcam-desktop-app-g2m040007
https://support.goto.com/meeting/help/share-your-webcam-desktop-app-g2m040007
https://support.goto.com/meeting/help/manage-attendees-during-sessions-web-app-g2m090006
https://support.goto.com/meeting/help/manage-attendees-during-sessions-web-app-g2m090006
https://support.goto.com/meeting/help/share-your-screen-windows-g2m040006
https://support.goto.com/meeting/help/share-your-screen-windows-g2m040006
https://support.goto.com/meeting/help/give-keyboard-and-mouse-control-g2m040010
https://support.goto.com/meeting/help/give-keyboard-and-mouse-control-g2m040010
https://support.goto.com/meeting/help/record-a-session-gotomeeting
https://support.goto.com/meeting/help/record-a-session-gotomeeting
https://support.goto.com/meeting/help/record-a-session-gotomeeting
https://support.goto.com/meeting/help/record-a-session-gotomeeting
https://support.goto.com/meeting/help/use-automatic-updates-g2m010015
https://support.goto.com/meeting/help/use-automatic-updates-g2m010015
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Product Control Access Connect Securely Update Versions

Slack workspace administration

Slack v Manage members v" Encryption v" Block download v" Download latest
v" Manage permissions to unmanaged version
devices

v" Guest invitation
v' Screen sharing

FEEDBACK

CISA has provided information on the above list of products as examples of video conferencing solutions; the list is not
exhaustive, nor is the recency and accuracy of the linked information controlled by CISA. CISA welcomes service
providers and vendors to submit additional information that can be included in this reference guide to

CyberLiaison@cisa.dhs.gov.
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https://slack.com/help
https://slack.com/help/categories/200122103
https://slack.com/help/categories/200122103#manage-members
https://slack.com/help/articles/201314026-Permissions-on-a-Slack-workspace
https://slack.com/help/articles/360019110974-Slack-Enterprise-Key-Management
https://slack.com/help/articles/360016181794-Block-file-downloads-and-message-copying-on-Enterprise-Grid
https://slack.com/help/articles/360016181794-Block-file-downloads-and-message-copying-on-Enterprise-Grid
https://slack.com/help/articles/360016181794-Block-file-downloads-and-message-copying-on-Enterprise-Grid
https://slack.com/help/articles/115003717963-Guest-invitation-permissions-for-Enterprise-Grid-
https://slack.com/help/articles/115003501303-Share-your-screen-with-Slack-Calls
https://slack.com/downloads/windows
https://slack.com/downloads/windows
mailto:CyberLiaison@cisa.dhs.gov
mailto:CyberLiaison@cisa.dhs.gov



